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A major hurdle to the adoption of cloud-based 
services is security. Cloud users, particularly at the 
enterprise and government level, are concerned 
with losing control of, or just plain losing, their data 
once it is placed in the cloud. �e abstractness of 
cloud storage makes it di�cult for consumers to 
feel comfortable that their data is well protected by 
cloud service providers. Encryption could allevi-
ate this issue. However, if you want to manipulate 
your encrypted data in the cloud, the secret key to 
decrypt your data must be shared with the cloud 
provider. �is sort of defeats the idea of a secret key. 
Sharing this key of course would allow the current 
cloud provider (or future provider if the service 
changes hands) access to your data. �e answer to 
this problem could be homomorphic encryption.

For example, a bakery in New York that uses a 
cloud service provider’s infrastructure to host their 
e-mail wants to search through those e-mails for an 
order erroneously sent to Hoboken, New Jersey. If 
the data is plaintext, the subscriber just plugs in a 
search term (e.g., “cupcakes Hoboken”) and views 
the results. If the data is encrypted, the bakery will 
need to share the secret key with the cloud provider 
to access the information stored on the provider’s 
servers to query against the data. Sharing that secret 
key now potentially gives the provider access to the 
company’s data, and if there is a security breach, 
it may also give cybercriminals access to the data. 
Homomorphic encryption would allow the bakery’s 
owners to search the encrypted e-mails for items 
related to the Hoboken mishap and get results as if 

T
he word homomorphic has roots in Greek and loosely translates as “same shape” 
or “same form.” In relation to cryptography, the concept is that operations can be 
performed on encrypted data without sharing the secret key needed to decrypt the 

data. Homomorphic encryption has great utility in cloud computing, particularly for those 
that wish to house encrypted data on cloud providers’ servers. 
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querying against the plaintext data, without sharing 
the key. 

�e idea of homomorphic encryption has been 
around for about 30 years, and thanks to a sig-
ni�cant breakthrough in 2009, the end game of a 
practical fully homomorphic encryption solution is 
in sight. �ere are fully homomorphic encryption 
solutions that exist today, but because of limitations 
related mainly to the complexity of computations, 
these solutions are not considered practical for 
use with today’s applications. �ese limitations are 
being addressed, and some say a practical solution 
could be achieved within a decade. If a practical, 
fully homomorphic solution can be created, it could 
be the catalyst that breaks down the security barrier 
to widespread cloud adoption. 

Technical overview

Fully versus somewhat 

homomorphic encryption

�ere are two types of homomorphic encryp-
tion: fully homomorphic encryption (FHE) and 
somewhat homomorphic encryption (SHE). Each 
type di�ers in the number of operations that can 
be performed on encrypted data. FHE allows for 
an unlimited, arbitrary number of computations 
(both addition and multiplication) to be performed 
on encrypted data. SHE cryptosystems support a 
limited number of operations (i.e., any amount of 
addition, but only one multiplication) and are faster 
and more compact than FHE cryptosystems [1].

Bootstrapping and lattices

One of the hindrances limiting the feasibility of 
FHE is managing the so called “noise.” Noise, in 

this case, refers to the distortion of ciphertexts 
(i.e., encoded text) that occurs a�er each operation 
(e.g., addition or multiplication) is performed. As 
more and more additions and multiplications are 
performed, the noise level becomes too high, and 
the resulting ciphertexts become indecipherable. 
Ciphertexts can be refreshed easily by decrypting 
them, but the idea behind homomorphic encryp-
tion is to not share the secret key required to do 
the decryption.

Craig Gentry used a process called bootstrapping 
to overcome this noise problem in SHE solutions. 
Bootstrapping modi�es an SHE solution so it can 
homomorphically run its own decryption proce-
dure by adding an encryption of the secret key to 
the public key (see �gure 1). �is is accomplished 
by using a sparse subset-sum problem (SSSP) or 
augmenting the public key with a large set of vec-
tors so that a sparse subset of the vectors will add 
up to be the secret key. 

�e idea of bootstrapping calls for double en-
crypting the data and, as processes run, removing a 
layer of encryption. Gentry’s bootstrapping proce-
dure adds another layer of encryption a�er a few 
computations using an encrypted key to unlock the 
inner layer of scrambling. �is process “refreshes” 
the still-encrypted data and could allow for an in�-
nite number of computations, e�ectively turning an 
SHE solution into an FHE solution. However, each 
extra layer of encryption will increase the overall 
computational e�ort needed to complete a query [1, 
2, 3].

�e downside of Gentry’s bootstrapping idea 
is that it requires huge amounts of computational 
e�ort. For example, if the process were to be used 
by Google to search the web homomorphically, 
the normal computing time would be multiplied 
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FIGURE 1. Gentry’s bootstrapping method modi�es an SHE solution so it can homomorphically run its own decryption 
procedure by adding an encryption of the secret key to the public key. 
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by about a trillion, according to Gentry. �is 
extra computing time is one of the reasons that a 
practical FHE solution is not available for imple-
mentation today. Although strides are being made 
every day to overcome the amount of process-
ing overhead needed to use these solutions, the 
schemes tend to be di�cult to understand and even 
harder to implement. Also, the rate of improve-
ment that is occurring in this �eld could make it 
hard for early adopters to keep up with the pace 
of innovation [2, 4].

Another important aspect of FHE solutions is 
their basis on ideal lattices. Ideal lattices are spe-
cial classes of lattices that are particularly useful 
in cryptography [5, 6]. Lattice-based encryption 
schemes are the focus of FHE solutions because 
they have simple decryption algorithms which 
could lessen the computational overhead associ-
ated with bootstrapping SHEs [7]. Lattice-based 
schemes are also attractive for FHEs because 
they are based on worst-case hardness—meaning 
that there is a very small chance of attacks suc-
ceeding against lattice-based schemes [6]. In this 
regard, lattice-based cryptographic schemes are 
believed to even be secure against attacks using 
quantum computers [6].

Trends

As cloud services spread globally, the need for an 
FHE scheme will become more important and may 
begin to draw interest from entities using or plan-
ning to use the cloud (public or private) to store 
data. A report from the International Data Corpo-
ration (IDC) on global public cloud-enabling IT in-
frastructure forecasts that from 2013 through 2017, 
the majority of cloud adopters will be located in 
the US, followed closely by subscribers in Western 
Europe. �e US dominance in this area is attributed 
to the availability of reasonably priced broadband 
access and the fact that most �rst-to-market cloud 
services were located in the US. However, IDC sees 
adoption in emerging markets (especially Asia) 
exhibiting strong growth with a more widespread 
distribution of adoption across all regions occur-
ring beyond 2014 [8].

Two US government entities, the Defense 
Advanced Research Projects Agency (DARPA) and 

the Intelligence Advanced Research Projects Activ-
ity (IARPA), issued Broad Agency Announcements 
(BAAs) for a solution that could perform computa-
tions on encrypted data (i.e., homomorphic en-
cryption). In April 2011, DARPA awarded approxi-
mately $5 million to Galois, Inc. to be the research 
integrator for the Programming Computation on 
Encrypted Data (PROCEED) program. �is award 
was part of a �ve-year e�ort by DARPA worth a 
total of $20 million. 

In December 2010, IARPA issued a request 
for proposals for a program called Security And 
Privacy Assurance Research (SPAR). �e goal of the 
both programs is to make it feasible to execute pro-
grams on encrypted data without having to decrypt 
the data �rst. DARPA’s stated goal was to reduce the 
computing time for an FHE solution by a factor of 
10 million [9].

Conclusion

A practical FHE solution would see widespread use 
by cloud service providers, signi�cantly hardening 
cloud security and making cloud storage a more 
viable option for consumers. Some have predicted 
that, thanks to Gentry’s revelation and the momen-
tum that it generated in the world of cryptography, 
an FHE solution may be feasible in another decade 
[2]. A Chief Technology O�cer in the UK noted 
that, by applying Moore’s law, it would take 40 years 
before a fully homomorphic search would be as ef-
�cient as a Google search today [10]. 

Researchers worldwide are actively engaged in 
trying to perfect a practical FHE solution. Recent 
breakthroughs include a homomorphic encryp-
tion scheme from Fujitsu using batch encryption 
vice the bit-level encryption usually seen in FHE 
solutions [11]. Also, in June 2013, researchers 
from the Massachusetts Institute of Technology, 
the University of Toronto, and Microso� Research 
created a three-part encryption scheme that uses 
homomorphic encryption as well as two other 
cryptographic techniques (i.e., garbled circuits and 
attribute-based encryption) [12]. Although these 
solutions are not commercially available (Fujitsu 
hopes to market its solution by 2015), they will 
perpetuate the continued e�orts to �eld a fully 
functioning FHE solution.  
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